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Lattice Basis Reduction: LLL
LLL polynomial time, exponentially bad approximation factor:

If λ = length of shortest vector, LLL finds a vector of length at most γ λ,

Where γ < 2n/2   

LLL runs in polynomial time: O(n5 log(q)3)











Parameter sizes
Secret picked from Uniform distribution 
n security level log(q) uSVP dec dual
1024 128 31 130.6 133.8 147.5

192 22 203.6 211.2 231.8

256 18 269.9 280.5 303.6

2048 128 59 129.5 129.7 139.2

192 42 194.0 197.6 212.4

256 33 263.8 270.7 289.9

4096 128 113 131.9 129.4 136.8

192 80 192.7 193.2 203.2

256 63 260.7 263.6 277.6

8192 128 222 132.9 128.9 134.9

192 157 195.4 192.8 200.6

256 124 257.0 256.8 266.7

16384 128 440 133.9 129.0 133.0

192 310 196.4 192.4 198.7

256 243 259.5 256.6 264.1

32768 128 880 134.3 129.1 131.6

192 612 198.8 193.9 198.2

256 480 261.6 257.6 263.6



Algorithm to select parameters ([BLN13])
Given a task: 

determine the depth of the circuit required
determine bound on the potential plaintext growth
select plaintext modulus t to exceed this bound
now (n,q) selected to satisfy 2 conditions:

1. q/t determines the error growth bound.  Choose q large enough to allow for correct 
decryption after the circuit is evaluated (either with or without bootstrapping)

2. n must be chosen large enough to achieve 128-bit security with such a q

Size of  (n,q) and the size of the circuit determine the performance.







Eisentraeger-Hallgren-Lauter attack:







WIN3 project: Elias-Lauter-Ozman-Stange attack [ELOS, Crypto15]



Search RLWE attacks: Chen-Lauter-Stange ‘15





New questions in number theory
Are these problems hard for other number rings??

In general, NO: not for small error.
Eisentraeger-Hallgren-L (2014), Elias-L-Ozman-Stange (2015), Chen-L-Stange (2015)

Number Theory Questions: 
distributions of elements of small order in finite fields, 
relationship with Mahler measure, 
construction of number rings with certain properties.



Course Goals:

 Introduce Post-Quantum Cryptography, overview of candidates

 familiarity with running time of algorithms and best attacks

 Introduce Supersingular Isogeny Graphs (SIG and SIKE)

 Introduce Lattice-based cryptography and applications

Thank you! To the participants, to IAS, to NSF, and to the Organizers!

Thanks to my coauthors Kim Laine and Kate Stange for slides in today’s talk.



Joint work with:

LWE Attacks: Kim Laine

RLWE Attacks: Kirsten Eisentraeger, Sean Hallgren, Kate Stange, Ekin Ozman, Yara Elias, 
Hao Chen, SAC ‘14, Crypto ’15, SAC’16, SIAGA
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